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INTRODUCTION

GlobalSign 1 @neClickSSL is a fast and efficient SSL Certificate lifecycle delivery mechanism. Using a
patented domain ownership verification system, OneClickSSL is able to provide a fully operational
SSL Certificate within 30-50 seconds.

Traditional processes for SSL security can be tedious. Completing the necessary steps requires
knowledge of cryptography and recognition of terminology such as key size, algorithm, CSR
(Certificate Signing Request) and Intermediate Certificate Authorities (aka CA Bundle). It also relies
on the ability to receive challenge-response email communications from an SSL vendor and
processing the necessary steps to install the SSL Certificate requires patience and technical know-
how.

With the introduction of OneClickSSL, SSL Certificate provisioning can be fully automated, making
server security easily accessible to organizations of all sizes. This process is quick and easy and the
automated nature of the installations relieves the woes of spending hours troubleshooting the
installation, thereby reducing support costs and increasing profit for all stakeholders in the delivery
chain. OneClickSSL is based on multi-factor authentication techniques, hence providing the highest
security levels, whilst also enabling administrators to manage the entire SSL lifecycle with practically
zero training. The only item necessary to understand is the voucher.

VOUCHERS

Vouchers are redeemed for SSL Certificates. They are available either directly No Voucher? |

IURP *OREDOG6LJIJQTYVY ZHEVLWH WKURXJK [GCO REMOL6 VOUCHER | " IILFDWH &}
or from a GlobalSign Partner who may also be providing hosting services for your [ i |

website/server. Appropriate links are embedded within the GUI version of the 'Get one here |
tool, which allow you to obtain trial vouchers or full versions. Just click onthe p1R-—
9 R X F KEONT

SUPER
CHER

I

{ VOUCHER

.
L]
:
T TTTT
.

-

Trial Vouchers Site Vouchers Super Vouchers

e Trial Vouchers are usually free trials and are between 5-90 days.

e Full Site Vouchers are delivered on a per domain basis allowing additional features
(Organizational Information, Wildcards, SANs, mixed FQDNSs, Unified Communications etc.).

e Super Vouchers are 3 months to 3 years and available via reseller partners and will usually
be tied in to a hosting program with specific IP address ranges or specific control panels.
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BEFORE YOU BEGIN

The OneClickSSL executable (oneclickssl.exe) is delivered as a signed, virus scanned command line
tool for Microsoft Server 2003/2008/2008-R2 and Microsoft Windows 7. As configuration changes will
need to be made to 1IS during the installation, it requires Administrator privileges on the Operating
System. These can be given through the use of an Administrator Command Prompt in order to
execute and run the tool. All temporary files will be cleaned after the install is completed and an
unsuccessful installation of an SSL Certificate should return the system back to its original
configuration, however, if you have any existing certificates installed then it is recommended to back
these up before you begin. Appendix A offers tips on how to do this.

Note: Itis recommended that you are familiar with the general set-up of your IS server and any DNS
(Domain Name Server) to which the IIS web server is connected. The troubleshooting section at the
rear of this guide offers some solutions for solving common configuration problems.

BEFORE YOU START, please make sure you can answer YES to all these questions:

e Your domain is registered with a Domain Name Registrar and can be located with a
simple PING test (or equivalent). In order to install SSL Certificates the domain must be
on a single dedicated IP address.

e You have a Voucher from GlobalSign or one of its partners.
e You have IIS bindings set to bind the website to the appropriate IP address of the server.

e You have Port 443 (or a custom alternative) open on your firewall such that a HTTPS
session can be initiated during the install process.

21(&/,&.66/@EQUIREMENTS

e |IS version 6+, 7+ or 7.5+.

e The OneClickSSL.exe GUI/CLI is available here http://www.globalsign.com/ssl/oneclickssl/iis/

OPERATION IN ADMINISTRATOR MODE (CLI/ GUI)

When you have logged in to your webserver, either use the start menu to run the command prompt
for CLI (Command Line Interface) mode or the OneClickSSL.exe itself for GUI (Graphical User
Interface) mode. In both cases right click to allow either to run in Administrator mode.
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¥ Command F 7 Run as administrator l}
e ‘Troubleshoot compatibi
B2 Connecttd: %/ Run as administrator : . ; ;
; - @  Scan with Microsoft Security Essentials...
| Getting Sta Open Al location

ﬁ Math B Administrator: Command Promp

Microsoft Yindows [Ue n 6.1.76811
Copyright <c> 288%? Microsoft Corporation. All rights reserved.

| Notep

C:sUserssAdministratorr_

AN OVERVIEW OF THE ONECLICKSSL SYSTEM +CLI MODE

The OneClickSSL Command Line Interface (CLI) tool offers a high degree of flexibility to
administrators in that several switches/options are available to customize the certificate installation
process. These include the ability to set up specific ports other than the default port 443 and to allow
an SSL Certificate to be installed on a webserver that may have an internal non public IP through
Network Address Translation.

[ HW 1wt drchitecture of the solution:

GlobalSign |

GlobalSigns

------------ -y

ivoucuEr | {VOUCHER |
. i Voucher |
- Provisioning ‘
= - GCC/API
voucHER |
(g
Plug-in key generation
: - and automated vetting Vonuhoe B
~ B —— Redemption
L D) — System
B

- Certificate delivery,
installation, bind to site

Vouchers are redeemed for SSLCHUWLILFDWHYV 7KH\ DUH DYDLODEOH HLWKHU G
website through a GlobalSign Certificate Centre Account or from a GlobalSign Partner. (The partner
may also be providing hosting services for your webserver.)

The basic format to run the OneClickSSL.exe installer is [options] Voucher DomainName
[IPAddress]

[options] offers a range of choices for language, debugging and customization.
Voucher is the unique code provided to you to redeem. It will be similar to
DV78CLSWMRF3UDEL1.
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DomainName is the domain you wish to secure. (Please note that www prefixed domains will
automatically have a www and non-www version added to the Subject Alternative
Name field of the issued certificate.)

[IPAddress] The external IP address of your web server. The web server § IP address must be
resolvable through public DNS for the certificate validation to be completed. This
is optional. If you do not know the IP address the plug-in will attempt to determine
this through a DNS check.

C:\>oneclickssl DV78CLSWMRF3UDEl oneclickssldemo.co.uk 80.46.115.103

Using the CLI tool without the optional IPAddress:

C:\>oneclickssl DV78CLSWMRF3UDEl oneclickssldemo.co.uk

Getting additional help from the command line tool. Please use the -? or —help switch as per the
example below:

C:\>oneclickssl -? or C:\>oneclickssl -help

GlobalSign OneClickSSL(tm) Installer v2.0.0 (c)GMO GlobalsSign, 2011

Use this application to redeem OneClickSSL Vouchers and automatically activate
SSL security and the "secure padlock" for your website

Usage:

OneClickSSL -? | -help
OneClickSSL [options] Voucher DomainName [IPAddress]

Activate SSL Example(s):

oneclickssl AD34EF6700G67142 www.mydomain.com
oneclickssl AD34EF6700G67142 www.mydomain.com -natip 192.168.2.1 -debug
oneclickssl NONUNIQUEVOUCHER www.mydomain.com -voucheroption j.doe@mydomain.com

Revoke SSL Example(s): (For Advanced Users Only)

oneclickssl -revoke 0100012698b9b97c www.mydomain.com
oneclickssl -debug -revoke 0100012698b9b97c www.mydomain.com -natip 192.168.2.1

Options:
-revoke
-sslport SSLPort
-voucheroption "Options"
-language LanguageCode
-natip NATIPAddress

-debug

-testurl WebServiceURL

-quiet

Description:

-? or -help - Display this help

Voucher - This is the GlobalSign OneClickSSL Voucher as
provided by GlobalSign or an associated partner

DomainName - The website address and common name.

IPAddress - The IP address for the IIS SSL website binding.
If omitted, DNS will be used to obtain this.

-revoke - Revoke a certificate based on Serial Number
and domain name

-sslport SSLPort - Optional SSL HTTP port number if not 443
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-voucheroption "Options" - Promotional voucher codes used to create trial
certificates must be accompanied with a valid
email address to allow additional instructions
to be provided.

-language LanguageCode - Specifies the output translation. Can be either
en, fr, ja, nl, de, or es

-natip NATIPAddress - The local IP address for NAT based networks.
Only necessary if using a network translated IP

-siteid IISSiteNumber - The ID number for the website in IIS. Use this

if the site can not be automatically identified
by the domain name.

-debug - Verbose output for debugging problems
-testurl WebServiceURL - Allows the use of alternative web service URL
-quiet - Suppresses all output

REVOCATION

Revocation is a method whereby the SSL Certificate itself can be blacklisted to protect relying parties.
It is usually completed when a private key has been stolen, compromised or deemed too weak to be
used and therefore in danger of compromise. Revocation is something that should not be done lightly
as revocation increases the size of the Certificate Revocation List (CRL) = Blacklist, which has a
cumulative effect from all SSL Certificate owners thereby slowing down connection speed of relying
parties. Revocation is performed by sending the #evoke switch with the appropriate s/n of the
certificate which requires revocation. Please note that the key material associated with the certificate
will be deemed blacklisted by GlobalSign and therefore revocation should be done with caution.

C:\>oneclickssl -revoke 0100012698b9b97c oneclickssldemo.co.uk -natip 10.211.55.3

SSLPORT *USING A PORT OTHER THAN THE DEFAULT PORT OF 443

Webservers usually operate on two standard ports. Port 80 for http traffic and Port 443 for https
traffic. This is configurable and therefore the 4sslport switch can be used to install on an alternative
port for example 8080 in the example below.

C:\>oneclickssl DV78CLSWMRF3UDEl oneclickssldemo.co.uk -natip 10.211.55.3 -sslport
8080

VOUCHEROPTION #=TYPICALLY YOUR E-MAIL ADDRESS

In some cases your hosting provider may issue you with a trial/test code for a short duration certificate
or for a special offer. This type of multi-use voucher is not tied to a specific domain and therefore
needs a point of contact for any errors in the issuance process and instructions on how to upgrade in
the future. The voucheroption switch is used here. Please note that the e-mail address can be any e-
mail address and does not have to be associated with the domain to be secured. This is ideal for
Gmail/Hotmail users.

C:\>oneclickssl SPECIALCODE oneclickssl.globalsign.com -natip 10.211.55.3 -
voucheroption my email@mydomain.com

LANGUAGE OPTIONS *CUSTOMIZE ERROR MESSAGES & FEEDBACK.

If the default of English is not your native language, you can modify the default language with the +
language switch as follows.

English en
French fr
Spanish es
Dutch nl
German de
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Japanese ja

(coming soon)

Korean ko
Chinese zh
Swedish se

C:\>oneclickssl DV78CLSWMRF3UDEl oneclickssl.globalsign.com -natip 10.211.55.3 -
language de

NETWORK ADDRESS TRANSLATION +=NATIPADDRESS

If your webserver is behind a firewall and the firewall uses NAT then you must indicate this to the
installer too with the dnatip switch.  Your IIS web server will indicate the setting in the IP address
bindings as shown below. In this case oneclickssl.globalsign.com resolves to 80.46.115.103.

C:\>oneclickssl DV78CLSWMRF3UDEl oneclickssldemo.co.uk -natip 10.211.55.3

¥ Internet Information Services (IS) Manager =6 %
@ kj [@ » STEVEROYLANADZ » Sites » OneClickSSL » & Sl
File View Help
- @ OneClickSSL Home n
B2 Explore

4 *’3 STEVERQYLANAD42 (STEVER(

Edit Permissions...

) Application Pools P ite Bindings P =
2 [6] Sites -
>4 OneClickssL Type  Host Name Port [P Address Binding Informa.., Add...
htte  oneclicksslglob.. 80 10211553
it...
A (jew Virtual Directories
it i 2| B o =
I Edit Site Binding e =
Type: IP address: Port: Rt L
Au SR | (P 10211553 v @
‘ 4 P
Host name:
oneclickssl.glebalsign.com
MIN.——————————— |  Example: www.contoso.com or marketing.contoso.com
Cachin
vanced Settings..
Management
nfigure
E
Fip u
q + | [ Features View |i2 Content View & i 5
Ready o

SITEID +WHEN IIS DOES NOT USE BINDING

In some cases websites are not bound to a domain name, therefore the site ID is used to identify the
correct website to use. Not including the sitelD switch would not allow the plug-in to identify the name
of the website. (If you would prefer to select the name of the website then please use the GUI mode
where this option is available.)

C:\>oneclickssl DV78CLSWMRF3UDEl oneclickssldemo.co.uk -natip 10.211.55.3 -siteid 1
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WY Internet Information Services (IS} Manager | o | B P |
O] g
7 =
@ ) [(6] » STEVEROVLANAD42 » Sites » | Rl 7 R
File View Help
: @) sit -
Ies " P
Ll ;’ @ Add Web Site... =l
45 STEVEROVLANADA2 (STEVERG - Bfi6o - GyShowAll | Groupby: NoGrouping = Set Weh e et
‘é’:* Application Pools Edit Sit.
1 .a] Sites MName 1D Status Binding ) &
€ OneClickssL Demo Web 1 Started (http)  *:80 (http) (g,
D Basic Settings...
B Explore i
Edit Permissions...
x Remove
Rename
View Virtual Directories
Manage Web Site &)
o = b ; Restart
P Stert
‘ i | [E] Features View |2 Content View ) S -
Ready b1
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AN OVERVIEW OF THE ONECLICKSSL SYSTEM +GUI MODE

The OneClickSSL Graphical User Interface (GUI) tool offers a high degree of flexibility to
administrators in that several switches/options are available to customize the certificate installation
process. These include the ability to set up specific ports other than the default port 443 and to allow
an SSL Certificate to be installed on a webserver that may have an internal non public IP through
Network Address Translation).

/HWYV UHYLHZ WKH DUFKLWHFWXUH RI WKH VROXWLRQ

GlobalSign

GlobalSigns
VOUCHER VOUCHER |
Lt i Voucher
T — g Provisioning

— GCC/API

[vouCHER |

i LTI
L S—

Plug-in key generation
and automated vetting

L
{ o) —_
SR S— Certificate delivery,
installation, bind to site

Voucher
Redemption
System

THE GUI INSTALLER - AN OVERVIEW

The basic GUI version of the Installer offers a similar selection of options to the CLI version.

r n_~ Change Language

[Engisn &~ Purchase Voucher
GlobalSign OneClickSSL Installer /

Y
LL— Enter Domain Name

Redeem Vouchers R

Usethis application to redeem OneClick SSLvouchers and automatically activate
SEL security and the "secure padlock™ for your website.

— Enter Voucher

\

Domain Name Ioneclickssldemo.co.uk yourdomiain.col [Get one here | | — Enter Email Address
Voucher Code |5daytriaIDV —

Email Address |steve roylance@globalsign. m EnSUre. Terms and
- — Activage SSL | Conditions are met

OneClickSSL Subscriber Agreement

Click here to view the Subscriber Agreement W P — Activate SSL

- —~ Advanced Mode
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THE GUI INSTALLER +ADVANCED MODE

The Advanced Menu allows for specific customization options as shown below.

-

Redeem Vouchers

o GlobalSign OneClickSSL Installer

Usethis application to redeem OneClickSSLvouchers and automatically activate
SSL security and the "secure padlock™ for your website.

Demain Name |onec|ickss|demo.cc.uk

Voucher Code

|5daytrialDV

Emiail Address

v | have read and agres to the terms and conditions
of the OneClickS5L Subscriber Agreement

Click here to view the Subscriber Agreement

Advanced Options

Automatic | 4
152.168.0.10 -

|A|.rt0matic: &
443 Eli SSL Port

|bteve.r0ylance@globalsign.

TebSite (SitelD)

IP Address Selection

NAT IP Address
Selection

£.9. Www.yourdomain.com

e.g. AGBER4ZHDFS4355A
1S Web Site Name

Sends instructiongé .
Selection

SSL Port

Revocation Mode

Debug Mode

¥ Debug Mode— T

Each of these sections will be covered in more detail in the following sections.

REVOCATION

Revocation is a method whereby |

the SSL Certificate itself can be
blacklisted to protect relying
parties. It is usually completed
when a private key has been
stolen, compromised or deemed
too weak to be wused and
therefore in danger of
compromise. Revocation is
something that should not be
done lightly as revocation
increases the size of the
Certificate Revocation List (CRL)
+ Blacklist, which has a
cumulative effect from all SSL
Certificate owners thereby
slowing down connection speed
of relying parties. Revocation is
performed by checking

Revoke check box, agreeing to !

the

[Automatic | 1S viebSite (SitelD)
=] ssLPort

° GlobalSign OneClickSSL Installer

Redeem Vouchers

Usethis application to redeem OneClick SSLvouchers and automatically activate
SEL security and the "secure padlock” for your website.

Domain Name |0nec|ickss|demc.cc.uk e.g. www . yourdomain.com

Serial Number | 11212b0523fa14b061178f340 .. 1121260523fa14b061178(3401895810a58F

|StEVE!.rOY|EIﬂCE@Q|ObEI|9iQ”- Sends instructions/errors by email

Revoke Certificate

Email Address

v | have read and agree to the terms and conditions

of the OneClickSSL Subscriber Agreement

Click here to view the Subscriber Agreement [V Advanced Mode

Advanced Options
These options allow youto provide additional advanced level options for your 35L deployment or revocation.

Automatic -

IP Address b ¥ Revoke

No NAT Address * | MNAT IP Address

™ Debug Mode

the warning message and entering the serial number of the certificate that requires revocation (as well

as the domain name and e-mail address).

Please note that the key material associated with the

certificate will be deemed blacklisted by GlobalSign and therefore revocation should be done with

caution.
Page 11 of 20
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SSLPORT *USING A PORT OTHER THAN THE DEFAULT PORT OF 443

Webservers usually operate on two standard ports. Port 80 for http traffic and Port 443 for https
traffic. This is configurable to allow installation on an alternative port for example 8080.

E-MAIL ADDRESS

In some cases your hosting provider may issue you with a trial/test code for a short duration certificate
or for a special offer. This type of multi-use voucher is not tied to a specific domain and therefore
needs a point of contact for any errors in the issuance process and instructions on how to upgrade in
the future. Please note that the e-mail address can be any e-mail address and does not have to be
associated with the domain to be secured. This is ideal for Gmail/Hotmail users.

LANGUAGE OPTIONS *CUSTOMIZE ERROR MESSAGES & FEEDBACK.

If the default of English is not your native language, you can modify the default language with the pull
down selection box in the top right hand corner.

-

o GlobalSign OneClickSSL Installer

Redeem Vouchers

lleethic annlicratinn tn redeem OineClicrkS21 vancrhere and sitnmatically activate

NETWORK ADDRESS TRANSLATION +=NATIPADDRESS

If your webserver is behind a firewall and the firewall uses NAT then you must indicate this to the
installer too. Your NATIP options are available from the pull down selection.

SITEID +WHEN IIS DOES NOT USE BINDING

In some cases websites are not bound to a domain name, therefore the site ID is used to identify the
correct website to use.

/

/ B
=) ﬂ
English -
GlobalSign PneClickSSL Installer
Redeem Vouchers
Usethis application to redeem OngClickSSLvouchers and automatically activate No Yﬂiﬂi\&r’?
SSL security and the "secure padock” for your website. VOUCHER |
Domain Name | [ £.9. www.yourdomain.com
Voucher Code | [ e.0. AGBE542HDF S43550 -
Email Address | Sends instructions/errors by email
v | have read and agree to fhe terms and conditions Activate SSL |
of the OneClickSSL Subkcriber Agreement
Click here to view the Subsfriber Agreement v Advanced Mode

Advanced Options

These options allow you fo provide additional advanced level options for your SSL deployment or revocation.

] 1P Address A T Revoke
No NAT Address NAT IP Address

¥ | IS \webSite (SitelD)

OneClickDemo I™ Debug Mode
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A SUCCESSFUL INSTALLATION

If everything has been configured correctly an SSL Certificate will be available for use by your IS
service within approximately 35-50 seconds. A summary of the process will be given at each major
stage.

Sending Voucher & Domain details to the GlobalSign OneClickS5L service...

Performing domain verification check and Enrolling for an S5L certificate...

EEEN -
. GlobalSign OneClickSSL Installer

Setting up S5L and activating secure web site...

OneClick55L secure site setup successful! 0K

AN UNSUCCESSFUL INSTALLATION

The advanced section offers a specific choice to view the process in debug mode. This provides
useful warning messages to help identify problems. Regardless of this the debug Window may be
viewed by pressing the Red Button following a failure.

F Y
[E=REE =
English bl

GlobalSign OneClickSSL Installer

@' Sending Voucher & Domain details to the GlobalSign OneClickSSL service. .
Performing domain verification check and Enrolling for an SSL certificate...

Setting up 3L and activating secure web =ite..

An ermor occured. Click here for more information 0K

b \

\

-
0 Debug Output \ EIM

Starting the OneClickS5L Setup PBrocess N -

Determining Windows Version
SUCCEEDED - Running on Windows Z008/IIS7 or IIS 7.5

No external IP address was entered so loocking up the domain via a DNS sezrch...
SUCCEEDED - We found the Domain's IP address as - 850.46.115.103

The Internal Network Rddress Translation IP address used is - 192 _1&8.0.10

Connecting to GlobalSign's "PRODUCTICH' webserwice URL for OmeClickS5S5T

Checking IIS for the "oneclickssldemo.co.uk' website

Failed to find domain. Filename: redirection.config

Error: Cannot read configuration file due to insufficient permissions

ErrorCode [-41000] : Umnable to find domain. Failed to connect to IIS or IIS not
installed
ErrorCode [-41001] : Unable to find domain in IIS

We have been unzsble to install an S5L certificate. We suggest that you run the

install for & second time and use the debug mode to identify any obwious errors.The
debug output is alsoc a useful file for your support team.-

Append ">debugoutput.txt™ to the command line to save the output to a txt file.

A help menu is available with oneclickssl -? or -help L

e
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ARE YOU SURE YOU ARE IN ADMINISTRATOR MODE?

TROUBLESHOOTING

One simple way to check if the =)

tool is correctly running in

Administrator mode is to see . . Engish =]
websites inside the IIS Website
(SitelD) pull down. If gnly Redeem Vouchers Mo Vouders |

H H H H Usethis application to redeem OneClickSSL vouchers and automatically activate u L
AUtomatlc IS l_ISted _then elt r S5L security and the "secure padlock™ for your website. [WHEE_‘
there is a configuration proble : _ __mu
with IS or the GUI is not Domain Name |0necl|ckssldem0.c0.uk €.0. www.yourdomain.com
running in administrator mode. |\ Veuchercode  [5daytialDV e.g AGBE542HDFS43554 -

Email Address |e.roylance@globalsign.com Sends instructions/errors by email
Activate SSL

| have read and agree to the terms and conditions

the OneClickS5L Subscriber Agreement
ClickNere to view the Subscriber Agreement v Advanced Mode

IP Address I l % [ Revoke
MAT IP Address
[Automatic] N | 15 website (SiteID)

¥ Debug Mode

BEING CAUGHT FOR PHISHING

In some cases where an SSL Certificate is requested for a domain with suspicious keywords, such as
% DOQRY HMOLFURVRIWYT W KhhltédHor Xdduity rdasbQs. Ehis is called being caught for
M3KLVKLQJT 7KH2@MHREDLT-oNisdsl@ has a built-in phishing check at the beginning of
the voucher verification phase. In the event the domain you have requested a certificate for gets
caught for phishing, you will receive an email notifying you and the order will be delayed until the
vetting team can manually review the requested domain. If you require immediate resolution please
contact the GlobalSign support team with your Voucher and domain name.

DNS ERRORS

In the event you are presented with a DNS-related error during the OneClickSSL order process, there
are several potential issues that need to be addressed. If your domain is a new entry in the DNS
system then please allow 24 hours after its creation to propagate and clear. If your domain has
existed for more than 24 hours, try a PING request to your domain and check that it resolves.

REVOCATION +ERRORS WHEN ENTERING SERIAL NUMBERS

Users should note that when attempting to revoke, great care needs to be taken in selecting the
correct serial number of the certificate you wish to revoke. In the event you are presented with an
error for a non-existent serial number, double-check the serial number again and ensure the serial
number was formatted correctly e.g. 0100011617904c9e instead of 01 00 01 16 17 90 4c 9e.

21(&/,&.66/ERROR MESSAGES

ErrorCode Error Description Returned Resolution

-101 Invalid parameter entered. Please check Please check that you have correctly
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the parameters match the API
specification.

typed all the parameters. Use debug
mode to see if any other information is
presented.

Mandatory parameter missing. Please

,/ \RX KDYH D p6XSHU 9RX
VoucKHUY WKHQ DQ HPDL

FKHUT R
O DGGUH

-102 check the pz;)ae“(’:‘i‘]fitce;i'o”;at‘:h the AP PDQGDWRU\ ZLWK WKH fIYRXFKH U
' switch
Parameter length check error. Please Please check that you have correctly
-103 check the parameters match the API typed all the'parameters'. Use dgbug
specification. mode to see if any other information is
presented.
Parameter format check error. Please Please check that you have correctly
-104 check the parameters match the API typed all the_parameters_. Use de_bug
specification. mode to see if any other information is
presented.
Invalid parameter combination. Please tPIea;e ﬁr:ﬁd( that yotu haVS co(;rebc ty
-105 check the parameters match the API yped all the parameters. 1Jse debug
specification. mode to see if any other information is
presented.
We have been unable to connect to your
webserver to validate the presence of the | h d . b
temporary SSL Certificate. Please Please ensure that your domain can be
-3008 ensure your firewall settings allow an TXHULHG IURP WKH USXEDLFT ,QW
external https connection to be port you have chosen. You may need to
established on the default port 443 or the check from outside your internal network.
custom port you may have selected.
d(\)/x;ihna;/r?r (?L?ger? :%ibr:]ea?g \l@ﬁztesggfcrh Please ensure that your domain can be
-3012 Please verify that your domain is thx guuh;vt'e fholslénR PYc:/l\J/ :;: nuegdxtoE PLET . QW
registered correctly via your Domain port y . . y
Management Registrar. check from outside your internal network.
Failed to obtain your IP Address via a Please ensure that your domain can be
-3013 targeted DNS search. Please verify that TXHULHG IURP WKH uUSXEQLFYT ,QW
your domain is registered correctly via port you have chosen. You may need to
your Domain Management Registrar. check from outside your internal network.
We have been unable to resolve the IP
address of your domain through DNS.
Please check your domain is correct and
can be seen via a PING request or Please ensure that your domain can be
-3019 alternative check. If this is a new domain TXHULHG IURP WKH USXEQOLFY ,QW
or subdomain it might be that it has not port you have chosen. You may need to
propagated to the Root DNS server. check from outside your internal network.
These checks help to avoid the possibility
of DNS Poisoning issues. Please try again
later.
The domain has been flagged as either Domain Validated Certific_ates need to be
containing a suspicious word or phrase, or cargfully contr.olled as issuance to a
) . X o website purporting to be a brand owner
it may have triggered a hit on our Phishing when they are not may be cause for
database search. It will not be possible to concern. If your domain contains
-5001 proceed without clearing this issue so keywords.or has been identified as a
please contact your support team directly SRVVLEOH pSKILWKHD WEHE \RX ZLC
to resolve the problem. Please have the need to contact your support team. An
domain name and Voucher ID available - .
for our support team. email will be sent to the appropriate
contact person who made the request.
Certificate Signing Request parsing error. There is a potential issue with CSR
6001 Please retry and if the issue persists then | generation on your platform. It may not
contact support with detailed information be possible to continue. Please contact
concerning the issue. your support team to resolve the issue.
-6007 System Error (The Public Key of the ,WIV XQOLNHO\ EXW SRVNLEOH W
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certificate has been used previously +
Duplicates are not allowed). Please retry
and if the issue persists then contact
support with detailed information
concerning the issue.

Key has been used by another entity. It
is recommended to generate the key
again. Running the process from the

beginning will allow you to do this.

System Error (The Certificate
Distinguished Name (DN) exceeds 1024

If you have an extremely long domain
name you may have exceeded the

-6019 bytes). Please retry and if the issue allowable size of the DN. Please contact
persists then contact support with detailed GlobalSign directly to talk about
information concerning the issue. alternative options to move forward.
Please check that you have entered the
System Error (The Certificate has already cc;]rrect S/N as it looks like the certificate
been revoked). Please retry and if the as alr_eady been revol_<ed. You can
-6029 . . . obtain the CRL location from the
issue persists then contact support with e . ;
detailed information concerning the issue certlf_lca_\te and view the CRL to see if the
" | S/Nisincluded. Please note the format
in Windows is in S/N order.
9001 The V_oucher you have entered doe; not I?'S\?SE \g;(lfythaétr\}s [;Otjghe; '151 \C/O”T;t}'( 1V DQG
exist. Please check and try again. )
so please verify these are correct.
H FDQTW FRQQHFW WR \RXU GRPI
We are unable to verify the presence of allow 3 minutes to check for the
the Temporary certificate on your domain. presence of the Temporary certificate.
-9002 Possible time out issue. Please retry and Please check that it is viewable via the
if the issue happens again contact public Internet. You can see using the
support. debug option that the certificate has been
installed.
The Domain which you have requested If you purchased a Voucher then the
does not match the Common Name (CN) confirmation email should highlight the
-9003 that was specified during the Voucher domain that was purchased. Please
application process. Please double check | check that you are using the right domain
and retry. and the right voucher.
A Public IP Address cannot be used as a | You cannot apply for a Public IP address
-9004 Domain Name with this type of SSL as the primary domain. You need to
certificate. Please check you have have an FQDN (Fully Qualified Domain
reguested the correct certificate type. Name) as the principle domain.
Reissuance allows a certificate to be
Reissuance using this Voucher is not issued again from the same voucher up
-9005 possible as the underlying certificate has | to and including the same date of expiry
now expired. as the original certificate. It seems that
the original has expired.

Be sure to type the serial number
correctly. Please open the certificate
viewer and check the serial number

again.
The Serial Number you have requested — ==
does not exist. Please check the e
certificate again and ensure the format is o
-9007 X B P —
correct with no spaces .
e. J 0100011617904c9e and not 01 00 01 —— e
16 17 90 4c Ye.
-] signature hash algorithm shal
Shaton vy ot
e o
‘ 01 00 00 00 00 01 26 98 b9 BY 7o
It is not possible to Revoke this certificate. You can examine the certificate and
9008 It may have expired or it may have locate the CRL location in the Details

already been revoked. Please contact
GlobalSign directly for confirmation of the

view. If you download the CRL you can

view it on a per S/N basis to see if your
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certificate status.

S/N is listed (Please allow up to 3 hours
before checking as CRLs) are renewed
every three hours.

Certificate

| General | Details | certification Path |

Show: [<A|\> v]
Field Value m
[]public key RSA (2048 Bits)
Authoritv Key Identifier KeylD=34b1fac98c6b354...

[1]Authority Info Access: Acc...
[1]CRL Distribution Paint: Distr. ..
977a41bcy4fff2codasd...
Subject Type=End Entity, Pat...
Server Authentication (1.3.6....
T1rartifirate DaliruDnliry Tds

@Authunty Information Access

mn

&
Sub]ect Key Identifier
Bas\c Constraints
aEHhEHEEd Key Usage
Ftlrertificate brlivies

[1]CRL Distribution Point
Distribution Point Name:
Full Name:
URL =http: fcrl.globalsign.net/Extendval1.crl

Certificate Revocation List

Revocation List

Revoked certificates:

Serial number Revocation date

0100000000011150897142 15 May 2008 16:13:59

010000000001115102 2e 4c 15May 2008 16:12:10

01000000000111510a0209 15 May 2008 15:10:22
01000000000111524431ae 15 May 2008 15:58:56 o

Revocation entry

Field Value
010000000001 115102 2e 4c
15 May 2008 15:12:10

Serial number
Revocation date

-9011

The Voucher used has expired. Please
check and try again.

Vouchers have an expiry date. If you
receive this message then please contact
the supplier of your Voucher and obtain
an updated Voucher.

-9012

In order to prevent a race condition for
multiple re-issuances, a limit is placed on
the number of re-issuances per day. The

daily limit has been exceeded.

Please wait 24 hours before trying to use
this voucher again.

-9016

The domain name within the CSR is
different from the Common Name (CN)
associated with the Voucher. Please
verify the domain names are consistent
and try again.

Vouchers are sometime tied directly to a
domain. If you believe that the domain
your have entered is correct then please
contact support. Please note that
entering www.domain.com will provide a
certificate with www.domain.com &
domain.com capabilities, where as
domain.com will only provide
domain.com capabilities.

-9018

The voucher you are using relates to an
alternative plug-in family or system type.
Please check with the provider of the
voucher.

Vouchers may be tied to a platform such
as lIS, cPanel, Plesk, Linux. If you have

WKLV HUURU thavfie/vdaidgherV L

you are using is for an alternative
platform and not IIS. Please contact the
provider of your voucher.

-9019

The voucher you are using only allows a
certificate to be installed within a specific
IP address range. The IP address of this
domain is not within the allowed range.
Please check with the provider of the
voucher.

Vouchers may be tied to a specific IP
DGGUHVYVY UDQJH I \RX
possible that the voucher you are using
is for an alternative IP Address. Please

contact the provider of your voucher.

EOH

KDYH WKL

-9026

The Voucher you are trying has been
cancelled. Please contact support with

detailed information concerning the issue.

Please contact the provider of your
voucher.

-9028

The Voucher you are using is for a
pn U H Q Hinbbr@ffately the original
certificate has either been canceled,

Please contact the provider of your
voucher.
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revoked or re-issued already, or the expiry
date has now passed. Please contact
support with detailed information
concerning the issue.
The Voucher you are using is for a fe-
LVVXHY 8QIRUWXQDWHIO\ WKH RULJLQDO
certificate has either been canceled, .
. . Please contact the provider of your
-9029 revoked or re-issued already, or the expiry
voucher.
date has now passed. Please contact
support with detailed information
concerning the issue.
The credit card associated with the
account is invalid and it is not possible to . .
. Please log in to your account and rectify
-9910 complete the order process. Please verify the problem
that the credit card is correct and try P '
again.
There is insufficient credit in the account
9911 to complete the order process. Please Please log in to your account and rectify
verify that the account has sufficient funds the problem.
and try again.
There is an insufficient deposit balance
within the account to complete the order Please log in to your account and rectify
-9912 .
process. Please verify that the account the problem.
has sufficient funds and try again.
The Country Code within the certificate is Not all countries are supported by
9935 for a country that GlobalSign does not GlobalSign. If you receive this message
support. Please contact support with then unfortunately you cannot install a
detailed information concerning the issue. certificate with this method.

Enhanced option settings +Suitable for development work or testing environments:

TestURL — Primarily for Developers to test CLI automation hooks.

Use the 4desturl switch to run the CLI tool against a GlobalSign Test APl WSDL system +Developers
should contact GlobalSign for specific details.

Quiet — Remove the debug and feedback information.

Use the 4fguiet switch to run the CLI tool with no feedback to the console window.

APPENDIX A

1. How to back up your certificates in IS

This section offers a quick review of the

| < Intemet Information Services (IS) Manag

basic process on the IIS 7 platform =+ For
specific information on your version of IS
please review your Microsoft Help Guide.

Locate the SSL Digital Certificate Store
within 1IS.

Double click on the existing certificate to
open it in the Certificate Viewer within
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Windows and check that it is the correct certificate.

—~ (e
@ &) [§5 ' sTeverovLanass2 »
File View Help

Certificate

pra— General | Detals | Certfication Path |

Qil Server Certificates

4 95| STEVEROYLANAD42 (STEVERS

Use this feature to request and manage certificates i
-2 Application Pools Wn-

48] Sites . This certificate is intended for the following purpose(s):

2 OneClickssL Hame Issued To *1.36,14.L4146,1.21
*13.6.1.4.1311.10.3.3

L@ Ccertficate Information

] OneClickSSL Test oneclickssl.glebalsign.com oneclickssl.globz

=

=Refer to the certification authority's statement for details.

Issued to: onecickssl.globalsign.com
Issued by: GlobalSign Organization Validation CAT

valid from 30/ 03/ 2011 to 06/ 04/ 2011

7 You have a private key that carresponds to this certificate.

Issuer Statement

« M

=7 Features View |i 7 Content View

Leamn more about Ertificates

&OLFN RQ WKH 3'HWDLOV' WDE DQG 2&RS\ WR )LOH” WR H[SRUW \RX FHL
intermediates to a PKCS#12 file. (Saved in windows as a .pfx) tPlease use a STRONG
PASSWORD!

Detais | Certificaty

!
Certificate Export Wizard

Value

|Version v3 = ~
[ Iserial number 010000000001 207 3d a9 ec || Welcome to the Certificate Export

Signature algorithm shalRSA Wizard
Signature hash algorithm shat
Issuer GlobalSign Organization Valida... i F ‘This wizard helps you copy certificates, certificate trust

Vadras e A s lists and certificate revocation lists from a certificate

store to your disk.
Vaiid to 06 April 2011 14:59:45 E
Suihiact anarlicked rinhalsion com Tas T A certificate, which s issued by a certification authority, is
2 confirmation of your identity and contains information
used to protect data or to establish secure network
connections. A certificate store is the system area where
certificates are kept.

1533

To continue, dick Next.

editProperted. | [ Copy toFie..,

Learn more about certificate details
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ABOUT GLOBALSIGN

GlobalSign was one of the first Certification Authorities and has been
providing digital credentialing services since 1996. It operates multi-
lingual sales and technical support offices in London, Brussels, Boston,
Tokyo and Shanghai.

GlobalSign has a rich history of investors, including ING Bank and
Vodafone. Now part of a GMO Internet Inc group company - a public
company quoted on the prestigious Tokyo Stock Exchange (TSE: 9449)
whose shareholders include Yahoo! Japan, Morgan Stanley and Credit
Suisse First Boston.

As a leader in public trust services, GlobalSign Certificates are trusted by
all popular Browsers, Operating Systems, Devices and Applications and
include SSL, Code Signing, Adobe CDS Digital IDs, Email &
Authentication, Enterprise Digital Solutions, internal PKI & Microsoft
Certificate Service root signing. It's trusted root CA Certificates are
recognized by all operating systems, all major web browsers, web
servers, email clients and Internet applications; as well as all mobile
devices.

Accredited to the highest standards

As a WebTrust accredited public Certificate Authority, our core solutions
allow our thousands of enterprise customers to conduct secure online
transactions and data submission, and provide tamper-proof distributable
code as well as being able to bind identities to Digital Certificates for
S/MIME email encryption and remote two factor authentication, such as
SSL VPNs.

For more information about the GlobalSjn solutions, please contact us:

Singapore Australia Hong Kong

Tel: +65 3158-0346 _ Tel: +61 3-9988-3988 Tel: +852 5808-1867
Sales-apac@globaISIgn.Com sales-apac@globalsign.com sales-apac@globalsign.com
www.globalsign.com.sg www.globalsign.com.au hk.globalsign.com
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